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The overarch ing po licy govern ing com put ing and net w orking at  Jones is t he 

Policy on Accept ab le Use o f  Elect ron ic Resources.  The po licy is repr in t ed in  

it s ent iret y below .  Facu lt y, st af f , and st udent s are urged t o  review  and 

underst and t he cont ent s o f  t h is po licy.  Vio lat ions o f  t he po licy m ay resu lt  in  

sanct ions up t o  and includ ing t erm inat ion or  expulsion. 

 
Policy on Acceptable Use of  Electronic Resources 
 

Summary 

 

This po licy def ines t he boundar ies o f  "accept ab le use" o f  College elect ron ic 

resources, includ ing com put ers, sof t w are, net w orks, elect ron ic m ail services 

and elect ron ic in form at ion sources. Th is po licy cont ains specif ic ru les t hat  

can be m odif ied as t he elect ron ic in form at ion environm ent  evo lves. 

 

Th is po licy is based on t he pr incip le t hat  t he elect ron ic in form at ion 

environm ent  is provided t o  support  College business and it s m ission o f  

educat ion and service w hile o t her  uses are considered secondary. Som e 

uses o f  t he elect ron ic in form at ion syst em s are forb idden such as:  

 uses t hat  t hreat en t he in t egr it y o f  t he syst em ;  

 uses t hat  t hreat en t he funct ion o f  non -College equipm ent  t hat  

can be accessed t hrough t he syst em ;  

 uses t hat  t hreat en t he pr ivacy o f  o t hers; 

 uses t hat  t hreat en t he act ual or  perceived safet y o f  o t hers;   

 uses t hat  are o t herw ise illegal. 

 

By using College elect ron ic in form at ion syst em s you assum e personal 

responsib ilit y for  t heir  appropr iat e use and agree t o  com ply w it h  t h is po licy 

and o t her  app licab le College po licies, as w ell as St at e and Federal law s and 

regulat ions.  Use o f  facilit ies m ay be sub ject  t o  m onit or ing for  appropr iat e 

purposes. 

 

Th is po licy def ines penalt ies for  in f ract ions, up t o  and includ ing loss o f  

syst em  access, em ploym ent  t erm inat ion or  expulsion. In  add it ion som e 

act ivit ies m ay lead t o  r isk o f  legal liab ilit y, bot h  civil and cr im inal. 

 

Users o f  elect ron ic in form at ion syst em s are urged in  t heir  ow n in t erest  t o  

review  and underst and t he cont ent s o f  t h is po licy. 

 



Purposes 

 

Jones Count y Jun ior  College m akes com put ing resources (includ ing, but  not  

lim it ed t o , com put er  facilit ies and services, com put ers, net w orks, elect ron ic 

m ail, so f t w are, elect ron ic in form at ion and dat a) availab le t o  facu lt y, 

st udent s, st af f , af f iliat es, reg ist ered guest s, and t he general pub lic t o  

support  t he educat ional, research and service m issions o f  t he College. 

 

Pr ior it ies for  t he use o f  com put ing resources w ill be est ab lished and 

enforced. The pr ior it ies for  use o f  College-w ide com put ing resources are: 

 

1) Uses t hat  d irect ly support  t he educat ional and service m issions o f  t he 

College. 

 

2) Ot her  uses t hat  ind irect ly benef it  t he educat ion and service m issions o f  

t he College, as w ell as and includ ing reasonable and lim it ed personal 

com m unicat ions. 

 

Implied Consent 

 

Each person w it h  access t o  t he College's com put ing resources is 

responsib le for  h is or  her  appropr iat e use. By t heir  use each person agrees 

t o  com ply w it h  all app licab le College and depart m ent al po licies and 

regulat ions, and w it h  applicab le St at e and Federal law s and regulat ions, as 

w ell as w it h  t he accept ab le use po licies o f  af f iliat ed net w orks and syst em s. 

 

Academic Freedom and Responsibility:  The r ight s o f  f reedom  of  t hought , 

inqu iry and expression, as def ined in  t he College=s Policy and Procedure 

Manual (Sect ion 401.5), are param ount  values o f  t he College com m unit y.  The 

College=s com m it m ent  t o  t he pr incip les o f  open expression ext ends t o  and 

includes t he elect ron ic in form at ion environm ent , and in t er ference in  t he 

exercise o f  t hose r ight s is a vio lat ion o f  t h is po licy and o f  t he po licies in  t he 

Jones Policy and Procedure Manual.  

 

General Standards for the Acceptable Use of Computer Resources:  Failure t o  

uphold  t he fo llow ing General St andards for  t he Accept ab le Use o f  Com put er  

Resources const it u t es a vio lat ion o f  t h is po licy and m ay be sub ject  t o  

d iscip linary act ion.  

 

The General St andards for  t he Accept ab le Use o f  Com put er  Resources 

require:  

 

 Responsib le behavior  w it h  respect  t o  t he elect ron ic in form at ion 

environm ent  at  all t im es; 

 Behavior  consist ent  w it h  t he m ission o f  t he College and w it h  

aut hor ized act ivit ies o f  t he College or  m em bers o f  t he College 

com m unit y; 



 Com pliance w it h  all app licab le law s, regu lat ions, and College 

po licies; 

 Respect  for  t he pr incip les o f  academ ic f reedom  and 

responsib ilit y; 

 Tru t h fu lness and honest y in  personal and com put er  

ident if icat ion; 

 Respect  for  t he r ight s and propert y o f  o t hers, includ ing 

in t ellect ual propert y r ight s; 

 Behavior  consist ent  w it h  t he pr ivacy and in t egr it y o f  elect ron ic 

net w orks, elect ron ic dat a and in form at ion, and elect ron ic 

in f rast ruct ure and syst em s; and  

 Respect  for  t he value and in t ended use o f  hum an and elect ron ic 

resources. 

 

Enforcem ent  and Penalt ies for  Vio lat ion:  Any person w ho vio lat es any 

provision o f  t h is po licy, o f  t he Specif ic Rules in t erpret ing t h is po licy, o f  

o t her  relevant  College po licies, or  o f  app licab le St at e or  Federal law s or  

regu lat ions m ay face sanct ions up t o  and includ ing t erm inat ion or  

expulsion. Depending on t he nat ure and sever it y o f  t he o f fense, vio lat ions 

can be sub ject  t o  d iscip linary act ion t hrough t he Vice President  o f  St udent   

Af fairs or  d iscip linary procedures applicab le t o  facu lt y and st af f . 

 

It  m ay at  t im es be necessary for  aut hor ized syst em s adm in ist rat ors t o  

suspend som eone's access t o  College com put ing resources im m ediat ely for  

vio lat ions o f  t h is po licy, pending in t er im  reso lu t ion o f  t he sit uat ion.   In  t he 

case o f  egreg ious and cont inu ing vio lat ions suspension o f  access m ay be 

ext ended unt il f inal reso lu t ion by t he appropr iat e d iscip linary body. 

 

Syst em  ow ners, adm in ist rat ors or  m anagers m ay be required t o  invest igat e 

vio lat ions o f  t h is po licy and t o  ensure com pliance. 

 

Amendment 

 

 Form al am endm ent  o f  t he General St andards o f  Accept ab le Use o f  

Com put ing Resources or  o t her  aspect s o f  t h is po licy m ay be prom ulgat ed 

by t he Net w ork Services Manager & Com put er  Services Direct or  fo llow ing 

consult at ion w it h  t he Technology Resource Managem ent  St eer ing 

Com m it t ee.  If  and w hen changes are m ade appropr iat e ef for t  such as 

post ing changes on t he College's w eb page and p lacing a not ice in  t he 

school new spaper w ill be m ade t o  not ify t he College com m unit y. 

 



Interpreting This Policy  

 

As t echnology evo lves, quest ions w ill ar ise about  how  t o  in t erpret  t he 

general st andards expressed in  t h is po licy. The Net w ork Services Manager & 

Com put er  Services Direct or  shall, af t er  consult at ion w it h  t he Technology 

Resource Managem ent  Com m it t ee publish specif ic ru les in t erpret ing t h is 

po licy. 

 

Specific Rules Interpreting the Policy on Acceptable Use of Electronic Resources 

 

The fo llow ing specif ic ru les apply t o  all uses o f  College com put ing 

resources. These ru les are not  an exhaust ive list  o f  proscr ibed behaviors, but  

are in t ended t o  im plem ent  and illust rat e t he General St andards for  t he 

Accept ab le Use o f  Com put er  Resources, o t her  relevant  College po licies, and 

applicab le law s and regulat ions. Depart m en t s and syst em  adm in ist rat ors 

m ay prom ulgat e addit ional specif ic ru les for  t he accept ab le use o f  ind ividual 

com put er  syst em s or  net w orks. 

 

Content of Communications 

 

 Except  as provided by applicab le St at e, or  Federal law s, regu lat ions or  

o t her  College po licies, t he cont ent  o f  elect ron ic com m unicat ions is not  

by it self  a basis for  d iscip linary act ion. 

 Unlaw fu l com m unicat ions, includ ing t hreat s o f  vio lence, obscenit y, 

ch ild  pornography, and harassing com m unicat ions (as def ined by law ), 

are proh ib it ed. 

 The use o f  College com put er  resources for  pr ivat e business or  

com m ercial act ivit ies (except  w here such act ivit ies are o t herw ise 

perm it t ed or  aut hor ized under applicab le College po licies) are 

proh ib it ed.  

 

Identification of Users  

 

Anonym ous and pseudonym ous com m unicat ions are not  perm it t ed except  

w hen expressly approved by t he operat ing gu idelines or  st at ed purposes o f  

t he elect ron ic services t o , f rom , or  t hrough w hich t he com m unicat ions are 

sent . How ever, w hen invest igat ing alleged vio lat ions, t he Technology 

Resource Managem ent  Com m it t ee m ay d irect  t he Net w ork Services 

Manager & Com put er  Services Direct or , or  an aut hor ized syst em  

adm in ist rat or , t o  at t em pt  t o  ident ify t he or ig inat or  o f  

anonym ous/ pseudonym ous m essages, and m ay refer  such m at t ers t o  

appropr iat e d iscip linary bodies t o  prevent  fur t her  d ist r ibut ion o f  m essages 

f rom  t he sam e source. 

 

The following activities and behaviors are prohibited:  

 Misrepresent at ion (includ ing forgery) o f  t he ident it y o f  t he sender or  

source o f  an elect ron ic com m unicat ion; 



 Acquir ing or  at t em pt ing t o  acquire passw ords o f  o t hers; 

 Using or  at t em pt ing t o  use t he com put er  account s o f  o t hers; 

 Alt erat ion o f  t he cont ent  o f  a m essage or ig inat ing f rom  anot her  

person or  com put er  w it h  in t ent  t o  deceive; and  

 The unaut hor ized delet ion o f  anot her  person 's new s group post ings. 

 

Access to Computer Resources  

 

The fo llow ing act ivit ies and behaviors are proh ib it ed: 

 

 The use o f  rest r ict ed -access College com put er  resources or  elect ron ic 

in form at ion w it hout  or  beyond one's level o f  aut hor izat ion;  

 The in t ercept ion or  at t em pt ed in t ercept ion o f  com m unicat ions by 

par t ies not  exp licit ly in t ended t o  receive t hem ;  

 Making College com put ing resources availab le t o  ind ividuals not  

af f iliat ed w it h  Jones Count y Jun ior  College w it hout  approval o f  an 

aut hor ized College o f f icial; 

 Making availab le any m at er ials t he possession or  d ist r ibut ion o f  w hich 

is illegal; 

 The unaut hor ized  copying or  use o f  licensed com put er  sof t w are; 

 Unaut hor ized access, possession, or  d ist r ibut ion, by elect ron ic or  any 

o t her  m eans, o f  elect ron ic in form at ion or  dat a t hat  is conf ident ial under 

t he College's po licies regard ing pr ivacy or  t he conf ident ialit y o f  st udent , 

adm in ist rat ive, personnel, arch ival, or  o t her  records, or  as def ined by t he 

cognizant  Secur it y Of f icer ; 

 In t ent ionally com prom ising t he pr ivacy or  secur it y o f  elect ron ic 

in form at ion; and  

 In t ent ionally in f r ing ing upon t he in t ellect ual propert y r ight s o f  o t hers 

in  com put er  program s or  elect ron ic in form at ion (includ ing p lag iar ism  

and unaut hor ized use or  reproduct ion). 

 

Operational Integrity 

 

The fo llow ing act ivit ies and behaviors are proh ib it ed:  

 

 In t er ference w it h  or  d isrupt ion o f  t he com put er  or  net w ork account s, 

services, or  equ ipm ent  o f  o t hers, includ ing, but  not  lim it ed t o , t he 

propagat ion o f  com put er  "w orm s" and "viruses", t he sending o f  

elect ron ic chain  m ail, and t he inappropr iat e sending o f  "broadcast " 

m essages t o  large num bers o f  ind ividuals or  host s; 

 Failure t o  com ply w it h  request s f rom  appropr iat e College o f f icials t o  

d iscont inue act ivit ies t hat  t hreat en t he operat ion or  in t egr it y o f  

com put ers, syst em s or  net w orks, or  o t herw ise vio lat e t h is po licy; 

 Revealing passw ords or  o t herw ise perm it t ing t he use by o t hers (by 



in t ent  or  neg ligence) o f  personal account s for  com put er  and net w ork 

access; 

 Alt er ing or  at t em pt ing t o  alt er  f iles or  syst em s w it hout  aut hor izat ion; 

 Unaut hor ized scanning o f  net w orks for  secur it y vu lnerab ilit ies; 

 At t em pt ing t o  alt er  any College com put ing or  net w orking 

com ponent s (includ ing, but  not  lim it ed t o , br idges, rout ers, and hubs) 

w it hout  aut hor izat ion or  beyond one's level o f  aut hor izat ion; 

 Unaut hor ized w ir ing, includ ing at t em pt s t o  creat e unaut hor ized 

net w ork connect ions, or  any unaut hor ized ext ension or  re-t ransm ission 

o f  any com put er  or  net w ork services; 

 In t ent ionally d isrupt ing t he use o f  elect ron ic net w orks or  in form at ion 

syst em s; 

 In t ent ionally w ast ing hum an or  elect ron ic resources; and  

 Negligence lead ing t o  t he dam age of  College elect ron ic in form at ion, 

com put ing/ net w orking equipm ent  and resources. 

 

Appendices 
 

Relevant College Policies 

 
 

 The use o f  com put ing resources is also requ ired t o  conform  t o  t he 

fo llow ing College po licy: 

 

Code o f  St udent  Conduct  

 

 In  add it ion, specif ic po licies o f  t he College's Schools, depart m ent s, 

com put er  syst em s and net w orks, and o t her  general College po licies and 

regulat ions are also applicab le t o  t he use o f  com put er  resources. These 

po licies include, but  are not  lim it ed t o , t he fo llow ing:  

 

 Pat ent  Po licy 

 Copyr ight  Po licy 

 Com put er  Sof t w are Policy 

 FERPA 

 

Applicable Law s  

 

 

Com put er  and net w ork use is also sub ject  t o  Mississipp i and Federal law s 

and regulat ions. Suspect ed vio lat ions o f  app licab le law  are sub ject  t o  

invest igat ion by College and law  enforcem ent  o f f icials. Am ong t he 

applicab le law s are: 

 

Federal Copyr ight  Law : U.S. copyr ight  law  grant s aut hors cer t ain  exclusive 

r ight s o f  reproduct ion, adapt at ion, d ist r ibut ion, per form ance, d isp lay, 



at t r ibut ion and in t egr it y t o  t heir  creat ions, includ ing w orks o f  lit erat ure, 

phot ographs, m usic, sof t w are, f ilm  and video. 

Vio lat ions o f  copyr ight  law s include, but  are not  lim it ed t o , t he m aking o f  

unaut hor ized cop ies o f  any copyr ight ed m at er ial (such as com m ercial 

sof t w are, t ext , graphic im ages, aud io  and video record ings) and d ist r ibut ing 

copyr ight ed m at er ials over  com put er  net w orks or  t hrough o t her  m eans. 

 

Federal Wire Fraud Law : Federal law  proh ib it s t he use o f  in t erst at e 

com m unicat ions syst em s (phone, w ire, rad io , or  t elevision t ransm issions) t o  

fur t her  an illegal schem e or  t o  def raud. 

Federal Com put er  Fraud and Abuse Law : Federal law  proh ib it s unaut hor ized 

access t o , or  m odif icat ion o f  in form at ion in  com put ers cont ain ing nat ional 

defense, banking, or  f inancial in form at ion. 

 

Federal Child  Pornography Law s: Federal law s proh ib it  t he creat ion, 

possession, or  d ist r ibut ion o f  graphic depict ions o f  m inors engaged in  

sexual act ivit y, includ ing com put er  graphics. Com put ers st or ing such 

in form at ion can be seized as evidence. Child  pornography is abso lu t ely 

against  t he law . It  is a vio lat ion o f  Federal f ree/ st at u t es t o  t ransm it  t h is 

m at er ial across st at e lines, even elect ron ically, and cer t ain  obscene 

m at er ials are in  vio lat ion o f  t he Mississipp i Code. (References: 

h t t p :/ / w w w .m scode.com / f ree/ st at u t es/ 97/ 005/ 0029.h t m  and 

ht t p :/ / w w w .m scode.com / f ree/ st at u t es/ 97/ 029/ 0101.h t m ) 

 

Pyram id  schem es/ Chain  Let t ers: It  is a vio lat ion o f  t he Federal Post al Lot t ery 

St at u t e t o  send chain  let t ers t hat  request  sending m oney or  som et h ing o f  

value t hrough t he U.S. m ail. So licit at ions t hrough elect ron ic m essaging are 

also illegal, if  t hey require use o f  U.S. Mail for  sending m oney/ som et h ing o f  

value. 

 

Defam at ion: Som eone m ay seek civil rem edies if  t hey can show  t hat  t hey 

w ere clear ly ident if ied as t he sub ject  o f  defam at ory m essages and suf fered 

dam ages as a consequence. Trut h  is a defense against  charges o f  

defam at ion. 

 

Com m on law  act ions for  invasion o f  pr ivacy: Som eone m ay seek civil 

rem edies for  invasion o f  pr ivacy on several grounds. 

 

Public d isclosure o f  pr ivat e fact s: t he w idespread d isclosure o f  fact s about  a 

person, even w hen t rue, m ay be deem ed harm fu l enough t o  just ify a 

law suit . 

 

False light : a person w rongfu lly at t r ibut es view s or  charact er ist ics t o  

anot her  person in  w ays t hat  dam age t hat  person 's reput at ion. 

 

Wrongfu l in t rusion: t he law  of t en prot ect s t hose areas o f  a person 's life in  

w hich t hey can reasonably expect  t hey w ill not  be in t ruded upon. 



 

MISSISSIPPI LAWS THAT APPLY TO THE USE OF COMPUTING AND NETWORKING 

SYSTEMS AND TO PUBLICLY ACCESSIBLE WEB PAGES 

 

The fo llow ing are exam ples o f  vio lat ions o f  t he law s o f  t he St at e o f  

Mississipp i (Mississipp i Code o f  1972 -

h t t p :/ / w w w .m scode.com / f ree/ st at u t es/ 97/ 045/ 0011.h t m ):  

 

Public d isp lay o f  sexually or ient ed m at er ials in  a venue likely t o  be visit ed by 

m inors in  t he norm al course o f  business. (Reference: 

h t t p :/ / w w w .m scode.com / f ree/ st at u t es/ 97/ 005/ 0029.h t m )  

 

In t ent ional deceit  o f  anyone as t o  your t rue ident it y for  t he purpose o f  

obt ain ing anyt h ing o f  value. You should  not  use som eone else's e-m ail 

account  at  all, but  t o  do so for  personal gain  is illegal. (Reference: 

h t t p :/ / w w w .m scode.com / f ree/ st at u t es/ 97/ 019/ 0085.h t m )  

 

Profane or  indecent  language in  a public p lace. A w eb page t hat  resides on a 

College server  is a public p lace. (Reference: 

h t t p :/ / w w w .m scode.com / f ree/ st at u t es/ 97/ 029/ 0047.h t m )  

Publish ing or  exh ib it ing obscene m at er ials. (Reference: 

h t t p :/ / w w w .m scode.com / f ree/ st at u t es/ 97/ 029/ 0101.h t m )  

 

Hacking or  passing along hacker in form at ion concern ing a com put er , 

com put er  syst em , or  net w ork t o  anot h er  person. Obt ain ing services t o  

w hich you are not  ent it led and eit her  inser t ing or  changing syst em  f iles are 

all illegal. (Reference: 

h t t p :/ / w w w .m scode.com / f ree/ st at u t es/ 97/ 045/ 0003.h t m )  

 

Blocking anot her  user  f rom  using a syst em  he/ she is ent it led t o  use. 

(Reference: h t t p :/ / w w w .m scode.com / f ree/ st at u t es/ 97/ 045/ 0005.h t m )  

 

Using or  shar ing t he resu lt s o f  cracking a passw ord f ile. Th is m ay resu lt  in  up 

t o  f ive years in  jail and a f ine o f  up t o  $10,000. (Reference: 

h t t p :/ / w w w .m scode.com / f ree/ st at u t es/ 97/ 045/ 0005.h t m )  

 

In t ent ional m odif icat ion or  dest ruct ion o f  com put er  equ ipm ent  or  supplies. 

(Reference: h t t p :/ / w w w .m scode.com / f ree/ st at u t es/ 97/ 045/ 0007.h t m )  

 

Erasing, m odifying, shar ing, or  using t he in form at ion in  t he f iles o f  anot her  

user . (Reference: h t t p :/ / w w w .m scode.com / f ree/ st at u t es/ 97/ 045/ 0009.h t m )  

 

All o f  t he act ivit ies out lined in  t he Mississipp i Code are un law fu l if  t he user  

w as physically in  Mississipp i w hen t he act  w as com m it t ed, w as com m it t ing 

t he act  against  a com put er  or  syst em  in  Mississipp i, o r  used a com put er  or  

net w ork in  Mississipp i as a relay po in t . (Reference: 

h t t p :/ / w w w .m scode.com / f ree/ st at u t es/ 97/ 045/ 0011.h t m )  
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